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1
Decision/action requested

This document discusses the protection against fraudulent PLMN ID attack between different PLMNs, and proposes to add related security solution to TS33.501.
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3
Discussion
According to the conclusion of SA3 #91 meeting, the threats of the fraudulent PLMN ID attack have been accepted by SA3 group, a Key Issue (Key Issue #3: Fraudulent registration message attack over N32 interface) and a coordinate solution (Solution #10: Mitigation against fraudulent registration attack between SEPPs) were accepted to the Living Document [1]. 
The reason why this attack can be realized is that the NF of the home network cannot know whether the PLMN ID in the request message matches the serving network.
The fraudulent PLMN ID attack already exists and have caused serious security issues in legacy networks for very long time and has not been solved well. The reason why this attack can be realized is that the NF of the home network cannot know whether the PLMN ID in the request message matches the serving network. The SEPP was introduced in 5G Phase1 to protect messages across different PLMNs. Since all roaming messages need to be forwarded by SEPPs, it is very feasible to verify PLMN ID on SEPP. 

To mitigate the fraudulent PLMN ID attack, the consumer SEPP shall generate a signature by using some exist mechanism (e.g. JWS [2]) based on the private key of the consumer PLMN, the consumer PLMN ID. The producer SEPP shall verify the signature using the public key of the consumer PLMN and the consumer PLMN ID. In this way, all fraudulent roaming massages through N32 interface (e.g. cAMF~pUDM, cSMF~pSMF, cPCF~pPCF, cAMF~pAUSF) can be detected. This solution is based on JWS [2] and is feasible to be finalized in phase1. Therefore, it is suggested to introduce this solution to solve this key issue in 5G Phase 1.
4
Detailed proposal

SA3 is kindly requested to accept the relevant security requirement and the solution in the CR S3-181803.
